35 State Attorneys General Launch Coordinated Investigation into
xAl's Grok for Generating Nonconsensual Intimate Images and CSAM

35 State Attorneys General Launch

Coordinated Investigation into xAl's Grok
for Generating Nonconsensual Intimate
Images and CSAM

The largest coordinated state enforcement action against an Al company just
launched—and it targets content safety failures that most technical leaders assumed their
vendors had already solved. If you're running Al infrastructure in 2026, the xAl investigation
rewrites your compliance calculus overnight.

The News: 35 States Move Against xAl in Unprecedented
Coordination

On January 23, 2026, attorneys general from 35 states launched a coordinated
investigation into xAl over allegations that its Grok chatbot generated nonconsensual
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intimate images (NCII) and child sexual abuse material (CSAM) from user-uploaded
content. This action escalated from California AG Rob Bonta’s January 16 cease-and-desist
order, which demanded Grok immediately halt such generation capabilities.

The timeline compressed remarkably fast. California launched its initial investigation on
January 14. Two days later, Bonta issued the cease-and-desist. Within a week, 34 additional
states had joined forces. That coordination speed signals pre-existing communication
channels between state AGs on Al enforcement—channels that didn’t exist six months ago.

xAl's response to the California order reveals the core technical dispute: the company
restricted public posting of hyper-realistic sexualized imagery but left private generation
possible. For state regulators, that distinction means nothing. For xAl's engineering team, it
apparently represented an acceptable middle ground. That gap in understanding now
exposes xAl to penalties reaching $1 million per violation under California’s SB 53 and
$10,000 to $200,000 per violation under Texas HB 149.

Why This Matters: The Regulatory Coordination Shift

Single-state enforcement actions create nuisance costs. Multi-state coordinated
investigations create existential threats. That's the strategic shift technical leaders need to
internalize immediately.

Before this action, Al companies could play jurisdictional arbitrage. A cease-and-desist
from California meant adjusting California-facing services while maintaining baseline
operations elsewhere. When 35 states investigate simultaneously, that playbook fails.
Geographic segmentation of compliance becomes operationally impossible, especially for
foundation model providers whose APIs serve applications across all jurisdictions.

The coordination also signals information sharing between state AGs at an unprecedented
level. California’s investigation produced findings about Grok’s NCIl and CSAM generation
capabilities. Those findings now flow to 34 other state legal teams, each with their own
penalty frameworks and enforcement priorities. Texas’s Responsible Al Governance Act,
which took effect January 1, 2026, specifically bans Al systems for CSAM
generation—meaning Texas prosecutors can leverage California’s investigative work for
their own charges.
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The compound exposure here exceeds anything we’'ve seen in Al enforcement:
multiply California’s $1 million per-violation ceiling across 35 state penalty structures,
and xAl faces theoretical liability in the billions.

This matters beyond xAl. Every foundation model provider, every company offering image
generation capabilities, every platform enabling user-uploaded content processing through
Al systems—all now operate under a demonstrated coordination mechanism for multi-
state enforcement.

Technical Depth: How Content Safety Systems Fail

Understanding why Grok generated prohibited content requires examining the architecture
of content safety systems and their known failure modes.

Modern image generation models use multiple safety layers. Pre-generation classifiers
screen prompts for prohibited requests. During-generation filters monitor latent space for
concerning patterns. Post-generation classifiers analyze outputs before delivery. User
upload processing adds another layer: analyzing submitted images for age indicators,
consent markers, and identity matching.

The Upload Processing Gap

Grok’s apparent failure point involves user uploads. When a user uploads a photograph and
requests modifications or stylistic transformations, the system must verify that the source
image depicts a consenting adult for any sexualized output. This verification challenge
splits into technical sub-problems:

Age estimation: Computer vision age estimation carries error margins of +5-8 years under
optimal conditions, widening significantly for edge cases. A system might classify a 16-
year-old as 20 or vice versa with concerning frequency. The regulatory definition of CSAM
doesn't accept statistical confidence intervals as defense.

Consent verification: No technical system can determine from an image alone whether
the depicted person consented to Al manipulation. Platforms typically address this through
terms of service requiring users to attest they have consent, combined with reactive
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reporting mechanisms. That approach shifts legal liability but doesn’t prevent generation.

Identity matching: Detecting whether an upload depicts a real person versus a synthetic
or stock image requires either comprehensive identity databases (privacy nightmare) or
reverse image search integration (computationally expensive and incomplete).

The Private Generation Loophole

XAl's response—restricting public posting while allowing private generation—reveals an
architectural choice. The company apparently implemented output-side filtering rather
than generation-side blocking. Users could still create NCIl and CSAM; they simply couldn't
share it through xAl's public channels.

From an engineering perspective, this approach makes some sense. Output filtering is
cheaper computationally, easier to tune, and creates fewer false positives that damage
user experience. But from a regulatory perspective, generation itself constitutes the
violation, not distribution. Building a tool that creates CSAM—even if that CSAM stays
private—violates CSAM prohibitions in most jurisdictions.

This distinction matters for every company deploying image generation. If your safety
stack filters outputs rather than preventing generation, you may face the same
regulatory exposure xAl now confronts.

The Adversarial Prompt Problem

Beyond architectural choices, Grok likely faces the same adversarial prompt challenges
affecting all generative Al systems. Users have developed techniques for circumventing
safety systems: prompt injection, token manipulation, multi-turn jailbreaking, and semantic
obfuscation. A system that correctly blocks “generate nude image of this person” might fail
against more sophisticated prompt constructions.

The Red-teaming industrial complex has documented thousands of such techniques.
Defending against all of them requires continuous investment exceeding what most
companies have allocated to content safety. The gap between what safety teams can
defend and what adversarial users can exploit continues widening.
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The Contrarian Take: What Coverage Gets Wrong

Most coverage frames this as “xAl behaved badly and got caught.” That framing misses
what should concern technical leaders most: xAl's failures aren’t unusual—they’re
representative of industry-standard approaches that regulators have now deemed
insufficient.

The Industry-Wide Vulnerability

I've reviewed content safety documentation from seven major image generation providers
over the past month. Every single one relies on some combination of:

* Prompt classification with known bypass vulnerabilities
e Output filtering rather than generation blocking

e Terms of service attestation for consent

* Reactive reporting mechanisms for post-hoc removal

None of these approaches prevent determined users from generating prohibited content.
They reduce casual misuse and create legal cover through due diligence documentation. If
state AGs decide that standard isn't good enough—and 35 states just announced it
isn't—every image generation provider carries similar exposure.

The xAl investigation will produce technical findings about specific failure modes. Those
findings become templates for investigating competitors. Anthropic, Google, OpenA|,
Midjourney, Stability Al, and dozens of smaller providers should assume their content
safety systems are next.

The Overhyped Threat: Criminal Prosecution

Some coverage implies xAl executives face personal criminal liability. That's unlikely absent
evidence of intentional facilitation or willful blindness at the executive level. Civil penalties
and injunctive relief represent the realistic outcomes. The investigation will probably
produce consent decrees requiring specific technical controls, ongoing auditing, and
penalty payments—not criminal charges.
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The Underhyped Threat: Enterprise Customer Exposure

What most coverage ignores: enterprises using Grok or other Al services for legitimate
purposes may face secondary exposure. If your application processes user-uploaded
images through an Al API that generates prohibited content, your compliance posture
becomes complicated.

Enterprise contracts typically include indemnification clauses, but indemnification from a
company facing billion-dollar multi-state liability may prove worthless. The legal theory of
negligent vendor selection—choosing an Al provider without adequate content
safety—hasn’t been tested in court, but plaintiff attorneys are certainly exploring it.

Practical Implications: What Technical Leaders Should Do

This isn't a time for wait-and-see. The regulatory coordination mechanism now exists, has
been deployed, and will be reused. Here's the technical and operational response:

Immediate Actions (This Week)

Audit your Al vendors’ content safety architectures. Don't accept marketing materials.
Request technical documentation on how they prevent prohibited content generation—not
just how they filter outputs. Ask specifically about user upload processing pipelines.

Review your state-by-state exposure. If you operate Al services accessible in California,
Texas, or any of the 35 investigating states, map your liability under each state’s applicable
Al safety laws. Multiple state Al safety laws took effect January 1, 2026—ensure your

compliance team has current analysis.

Document your due diligence. If regulators come calling, you need records showing you
evaluated vendor safety claims, made inquiries about technical controls, and made vendor
selections based on safety criteria. Start building that paper trail today.

Near-Term Actions (This Quarter)

Implement generation-side controls for any internal image generation capabilities. If
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your systems can generate images, block prohibited content categories at generation time,
not just at output. Yes, this increases computational costs and may create false positives.
The regulatory environment no longer permits the alternative.

Build consent infrastructure for any upload processing. If users can upload images for Al
processing, you need technical mechanisms beyond terms-of-service attestation.
Consider: verified identity for upload processing, mandatory cooling-off periods before
sexualized content generation, secondary confirmation steps, or complete prohibition of
uploads in high-risk processing categories.

Establish incident response procedures for content safety failures. California’s SB 53
requires reporting safety incidents within 15 days. If your Al system generates prohibited
content, do you have a documented process for detection, internal escalation, regulatory
notification, and remediation? Most companies don't.

Architectural Considerations

For companies building or deploying image generation systems, consider these technical
approaches:

Cascade classification: Run multiple independent classifiers at each safety checkpoint.
Require consensus for generation to proceed. This increases costs but reduces single-
point failure modes.

Capability segmentation: Separate Al systems for different use cases rather than unified
multi-purpose models. A system designed for product photography editing doesn’t need
capabilities for human likeness generation.

Audit logging with retention: Log all generation requests and outputs with sufficient detail
to support forensic analysis. Retention periods should match or exceed statute of
limitations for relevant violations.

Rate limiting on sensitive operations: Limit per-user volume of operations involving
human likenesses, particularly combined with uploaded images. Legitimate use cases rarely
require high-volume generation of human images.

www.arturmarkus.com | 7



35 State Attorneys General Launch Coordinated Investigation into
xAl's Grok for Generating Nonconsensual Intimate Images and CSAM

The Federal Wild Card

Three days before the multi-state investigation launched, the US Department of Justice
established an Al Litigation Task Force on January 13, 2026. The task force's mandate

includes overseeing federal Al use and—notably—challenging state laws that conflict with
federal policy.

This creates a potential federal-state collision course. If DOJ views multi-state
enforcement coordination as overreach interfering with Al development, it could intervene.
The task force has explicit authority to challenge state laws, which might include
coordinated state enforcement actions.

However, CSAM prohibitions carry unique federal priority. The DOJ is unlikely to position
itself as defending Al systems that generate child sexual abuse material, regardless of
broader Al development concerns. More likely, the task force focuses on commercial Al
regulations while leaving CSAM enforcement to proceed.

The federal-state dynamic to watch: whether DOJ’s Al Litigation Task Force becomes
a shield for Al companies against aggressive state enforcement, or whether CSAM
concerns cause federal authorities to join rather than counter state actions.

Forward Look: Where This Leads

6-Month Horizon
By mid-2026, expect:

Consent decrees with specific technical requirements. The xAl investigation will likely
settle with xAl agreeing to specific content safety controls, third-party auditing, and
ongoing monitoring. Those requirements become de facto industry standards—what one
major provider must do, others will face pressure to match.

Additional multi-state investigations. The 35-state coordination playbook worked. It will
be reused against other Al companies whose content safety systems fail. Targets will
include at least one major cloud provider and one open-source model distributor.
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State AG information sharing formalization. The informal coordination that produced this
investigation will become formal—shared databases of Al safety incidents, coordinated
investigation protocols, standardized penalty frameworks. Expect an announcement of a
multi-state Al enforcement compact by Q3 2026.

12-Month Horizon
By early 2027:

Content safety certification requirements. Multiple states will require Al systems
capable of image generation to pass content safety certification before deployment. These
certifications will require demonstrating specific technical controls, not just policy
attestations.

Mandatory third-party auditing. The consent decree model will generalize into statutory
requirements. Companies operating Al image generation will need annual third-party audits
of content safety systems, similar to SOC 2 for security.

Enterprise buyer pressure. Enterprise procurement of Al services will require content
safety attestations as standard contract terms. Vendors without robust, audited safety
systems will find themselves excluded from enterprise sales regardless of capability
advantages.

Insurance market development. Al liability insurance will emerge as a distinct product
category, with premiums tied to content safety maturity. Companies with certified safety
systems will pay meaningfully less than those without.

The Broader Regulatory Pattern

Zoom out from the specific xAl facts to see the structural shift. For years, Al regulation
followed a predictable pattern: lengthy legislative processes, implementation delays,
patchwork enforcement. Companies could reasonably predict regulatory environments
12-24 months ahead and adjust gradually.

The multi-state coordination approach changes that pattern. State AGs can move faster
than legislatures. Coordinated action amplifies individual state enforcement power.
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Information sharing between states means one jurisdiction’s investigation produces
evidence for others.

This represents regulatory adaptation to Al's development speed. When technology moves
faster than legislative cycles, enforcement agencies coordinate to maximize existing
authority. The 35-state xAl investigation isn't an anomaly—it’'s the new model.

What This Means for Your Al Strategy

For technical leaders evaluating Al investments, the xAl investigation crystallizes three
strategic realities:

First, content safety is now a board-level risk. Penalties reaching $1 million per violation,
multiplied across dozens of state jurisdictions, create material financial exposure. Your
board needs to understand what content your Al systems can generate and what controls
prevent prohibited outputs.

Second, vendor selection carries compliance liability. Choosing an Al vendor without
adequate content safety may expose your company to secondary liability. Due diligence
on vendor safety controls becomes as essential as due diligence on vendor security
practices.

Third, the compliance window has closed. Companies could previously implement
content safety controls gradually as regulations emerged. The multi-state enforcement
coordination means controls need to exist before investigations start. Catching up after
investigation begins is damage control, not compliance.

The xAl investigation will dominate Al regulation headlines for months. The specific
outcomes matter less than the coordination mechanism it demonstrates. 35 states can
now act together against Al companies, and that capability will be exercised repeatedly.

The Al industry’s regulatory environment just shifted from “move fast and apologize
later” to “get safety right before you ship or face coordinated enforcement across
most of the United States.”
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Artur Markus

Software engineer in Basel building Al infrastructure and agentic systems, with a
background in pharmaceutical automation, GxP compliance, and validation. | help teams
turn Al from a chatbot into a reliable operational layer.

Book a meeting [I
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