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A $1 billion acquisition just revealed that enterprises deploying Al agents have been
building on a foundation of sand: they have no reliable way to prove which agent is which.
Cyera's bet on Oasis Security suggests the identity crisis for machines has become an
existential threat.

The Deal: A Billion-Dollar Vote Against the Status Quo

On July 28, 2026, Cyera signed a letter of intent to acquire Oasis Security for
approximately $1 billion. The deal structure—$700 million in cash and roughly $300 million

in Cyera equity—signals serious conviction. When a company pays 70% cash, they're not
hedging. They're buying.
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Cyera, a data security platform valued at $12 billion after raising $600 million in their recent
funding round, isn't acquiring just another security startup. Oasis Security has carved out a
niche so specific and so timely that it commands a ten-figure price tag: managing non-

human identities. That means Al agents, service accounts, APls, bots, and every other
autonomous entity that now floods enterprise environments.

Oasis will operate as an independent unit inside Cyera post-acquisition. This preserves
their technical DNA while giving them distribution muscle. The combined platform aims to
unify data security and identity security for Al agents into a single control
point—something no vendor currently offers at scale.

The founding team'’s pedigree matters here. Oasis was founded by the former head of

cyber R&D for the Israel Defense Forces. This isn't a team that stumbled into identity
management. They built it after witnessing what happens when autonomous systems
operate without proper authentication chains.

The Problem: Your Al Agents Have No Passports

Every enterprise deploying Al agents faces a problem they didn't anticipate when they
started: machine identities now vastly outnumber human users. For every employee with a
login, there are dozens—sometimes hundreds—of automated entities making API calls,
accessing databases, and triggering actions.

Traditional identity and access management (IAM) was built for humans. It assumes
someone types a password. It assumes session timeouts make sense. It assumes the entity
requesting access has a manager who can approve elevated privileges. None of these
assumptions hold for Al agents that run continuously, spawn sub-processes, and operate
autonomously.

The security industry has a term for this gap: non-human identity (NHI) management. But
until recently, it was a backwater. Service accounts got static credentials. APl keys lived in
config files. Bots authenticated once and ran forever. The implicit assumption was that
machine identities were controlled because humans deployed them.

That assumption died when Al agents started deploying themselves.
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Modern agentic systems don't just execute predefined workflows. They spawn new
processes. They call external APIs based on reasoning, not hard-coded instructions. They
persist state across sessions. In effect, they behave like employees—except they have no
onboarding process, no access reviews, and no way to verify their provenance.

The moment an Al agent can create another Al agent, your human-centric IAM
system becomes a liability, not a protection.

This is the core insight behind the Cyera-Oasis deal. Data security (knowing where
sensitive information lives) and identity security (knowing who accesses it) have been
separate disciplines. When the “who” multiplies exponentially and operates autonomously,
keeping them separate creates blind spots you can't afford.

Technical Architecture: What Agentic Access
Management Actually Means

Oasis Security’s approach to “agentic access management” differs fundamentally from
traditional IAM in three architectural dimensions: identity issuance, behavioral attestation,
and dynamic scope adjustment.

Identity Issuance for Ephemeral Entities

Traditional systems issue identities to persistent entities—users, servers, applications. But
Al agents are increasingly ephemeral. A reasoning system might spawn a research agent, a
writing agent, and a verification agent for a single task, then tear them down. Each needs
credentials. Each needs bounded permissions. And each needs to be distinguishable from
every other instance.

Oasis implements what they call “identity-at-spawn” architecture. When an agent
initializes, it receives a cryptographically signed token tied to its parent process, its
intended function, and its permitted scope. This token isn't a static credential. It's a
capability certificate that encodes what the agent can do, not just who it claims to be.
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The technical challenge here is performance. Traditional certificate issuance takes seconds.
Agent spawning happens in milliseconds. Oasis has built a token generation system that
operates at sub-millisecond latency while maintaining cryptographic integrity. Without this,
agentic systems would bottleneck on identity issuance.

Behavioral Attestation

Knowing that an agent claims to be “ResearchAgent-v3-instance-47" isn't enough. You
need to verify that its behavior matches its stated purpose. An agent with research
permissions shouldn’t suddenly start making write calls to production databases.

Oasis implements continuous behavioral attestation by comparing agent actions against a
learned baseline of expected behavior for that agent type. This isn't simple anomaly
detection. It's semantic analysis of agent intent derived from action sequences.

For example, an agent making rapid sequential reads across multiple data sources could be
normal research behavior or data exfiltration. The distinction lies in whether those reads
align with the agent’s stated task graph and whether the accessed data categories match
permitted scopes. Oasis correlates action patterns against declared intent in real-time.

Dynamic Scope Adjustment

Static permissions fail for Al agents because agent tasks evolve during execution. A
planning agent might determine it needs market data it didn’t initially have access to. A
coding agent might need to access documentation repositories not in its original scope.

Traditional systems require either pre-granting excessive permissions (dangerous) or
human approval for every scope expansion (impractical). Oasis implements policy-
bounded dynamic scoping. Agents can request scope expansions within predefined policy
envelopes without human intervention. Requests outside those envelopes trigger approval
workflows or hard denials.

The policy language for defining these envelopes becomes critical infrastructure. Oasis
uses a declarative approach where security teams define what categories of expansion are
acceptable for each agent type, rather than specifying every possible permission
combination. This shifts security from whitelisting specific capabilities to defining
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acceptable capability boundaries.

Why Cyera Specifically: The Data-ldentity Convergence

Cyera's core product is data security posture management (DSPM). They map where
sensitive data lives across cloud environments, classify it, and monitor how it moves. This is
necessary but insufficient for Al agent security.

Consider the attack surface when Al agents operate at scale. An adversary doesn’'t need to
compromise a single high-privilege account. They can compromise one low-privilege
agent, use it to spawn others with incrementally higher privileges, and gradually accumulate
access through legitimate-looking agent creation chains. By the time you detect the
breach, hundreds of “legitimate” agents exist with your credentials.

Defending against this requires correlating identity behavior with data access patterns. Did
this agent type ever access this data category before? Is this spawn chain consistent with
normal automation patterns? Does the aggregate data access across this agent cluster
exceed what any single task should require?

Cyera's acquisition of Oasis creates the first platform that can answer these questions
because it combines the data map (what's sensitive and where) with the identity graph
(what's accessing it and why).

Separate data security and identity security made sense when data sat still and
identities were humans. Al agents destroyed both assumptions simultaneously.

The integration thesis is straightforward: Cyera tells you when sensitive data is accessed
inappropriately, Oasis tells you whether the accessor is who it claims to be, and the
combined system tells you whether the access pattern makes sense given the agent's
stated purpose and lineage. None of these capabilities alone prevents sophisticated agent-
based attacks. Together, they create a defensive perimeter that accounts for how Al
systems actually behave.
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The Contrarian Take: What the Coverage Gets Wrong

Most analysis of this deal focuses on the proliferation angle—more agents mean more
identities to manage, hence the market opportunity. This framing misses the deeper
structural shift.

The real story isn't that there are more non-human identities. It's that those identities have
become autonomous in a way that fundamentally breaks existing security models. A
service account that runs a cron job every night isn't the same class of entity as an Al
agent that reasons about which APIs to call based on user intent.

The proliferation narrative treats Al agents as a scaling problem: more of the same thing
you already manage. The autonomy reality recognizes them as a new category: entities that
make decisions about their own permissions and spawn other decision-making entities.

This distinction matters for how you evaluate the deal. If it's just about scale, Oasis faces
competition from every IAM vendor adding agent support. If it's about handling
autonomous entity security, Oasis has an architectural head start that's difficult to
replicate.

The second thing most coverage misses: this acquisition is defensive for Cyera as much as
it's offensive. If another major security platform had acquired Oasis, Cyera’s data security
story would have a gaping hole. Al agents would access data, and Cyera wouldn't know
whether those agents were legitimate. By paying $1 billion, Cyera is ensuring they remain
the control point for enterprise data security as workloads shift to agentic architectures.

The third underappreciated angle: open-source agent frameworks have no native
identity story. LangChain, AutoGPT, CrewAl—none of them ship with production-grade
identity management. They assume you'll handle it. Most deployments don't. This creates
immediate demand for drop-in solutions like what Cyera-Oasis will offer. The winner in
agentic identity won't be the vendor that agents like using; it'll be the vendor that
enterprises mandate using.

www.arturmarkus.com | 6



Cyera Acquires Oasis Security for $1Billion to Manage Al Agent
Identities—$700M Cash Deal Announced July 28

What's Overhyped, What's Underhyped

Overhyped: The Total Addressable Market Calculations

Every article about this deal cites projections about the non-human identity market
reaching tens of billions of dollars. These numbers assume linear extrapolation from current
trends and ignore that much of current NHI management spending goes to legacy
approaches that don't work for agentic systems.

The real market opportunity is capturing the rearchitecting spend as enterprises discover
their existing IAM investments are worthless for Al agents. That's a replacement market, not
an expansion market, and replacement markets have different dynamics—including much
higher switching costs for the incumbent once you win.

Underhyped: The Regulatory Forcing Function

Nobody is talking about how upcoming Al regulations will mandate non-human identity
management. The EU Al Act requires traceability for high-risk Al systems. You cannot have
traceability without knowing which agent took which action. NIST’s Al Risk Management
Framework emphasizes provenance and accountability—both impossible without proper
identity chains.

Within 18 months, regulated enterprises won't be debating whether to invest in agentic
identity management. They'll be debating which vendor to use. First-mover advantage in
this space has compliance tailwinds that accelerate adoption.

Underhyped: The Developer Experience Gap

Security tools that slow down agent development won't get adopted, regardless of
regulatory mandates. The team that wins will be the one that makes identity management
invisible to agent developers. Oasis’s sub-millisecond token issuance suggests they
understand this, but the integration story matters enormously.

If adding identity management to an agent framework requires refactoring how agents
spawn and communicate, adoption will lag. If it's a two-line SDK integration that Just Works,
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adoption will accelerate. The developer experience quality of the combined Cyera-Oasis
platform will determine market outcomes more than any feature checklist.

Practical Implications: What Technical Leaders Should Do
Now

This acquisition signals a market that's about to professionalize. Here's what that means for
different stakeholders:

If You're Deploying Al Agents

Audit your current agent identity story immediately. Ask: How do we know which agent is
which? How do we revoke access to a compromised agent? How do we trace which agent
accessed which data when something goes wrong?

If you don't have clear answers, you have two options: wait for integrated platforms like
Cyera-Oasis to mature, or build interim solutions using existing primitives. The interim path
typically involves:

» Agent registries: Central databases tracking every spawned agent, its parent, its
intended function, and its credential lifecycle.

» Capability tokens: Short-lived credentials scoped to specific functions rather than
static APl keys with broad access.

» Action logging: Comprehensive audit trails of every API call every agent makes, with
enough context to reconstruct intent.

These aren’t production-grade solutions. They're stopgaps that make eventual migration to
proper platforms easier.

If You're Building Agent Frameworks

Start designing identity hooks into your architecture now. The frameworks that survive will
be the ones that play well with enterprise identity systems. That means:

 Identity injection points: Clear interfaces where enterprises can inject their identity
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providers rather than forcing framework-specific approaches.

e Spawn notifications: Events that fire when agents create sub-agents, enabling
external systems to track lineage.

» Scope declaration: Standard ways for agents to declare what permissions they need,
enabling policy engines to evaluate requests.

Frameworks without these hooks will be banned from regulated enterprises. That's a
market segment worth designing for.

If You're Evaluating Security Vendors

The Cyera-Oasis combination creates a reference architecture that competitors will need
to match. When evaluating alternatives, probe for:

» Data-identity correlation: Can the platform tell you whether agent access patterns
are consistent with expected data usage, or does it only see one dimension?

« Autonomous entity support: Is the platform designed for static service accounts
being relabeled as “agent-ready,” or was it built for ephemeral, self-directing entities
from the start?

» Latency characteristics: What's the performance impact of adding identity checks
to high-frequency agent operations?

Vendors will claim Al agent support. Make them demonstrate it with architectures that
actually spawn, authenticate, and monitor autonomous agents at scale.

The Competitive Landscape Reshapes

This acquisition forces responses from multiple market segments.

Traditional IAM vendors (Okta, Ping, ForgeRock) have been bolting on service account
management. They now face a purpose-built competitor with a data security partner.
Expect accelerated M&A as these players scramble to acquire NHI capabilities or build out
Al agent stories.

Cloud providers (AWS, Azure, GCP) each have identity systems, but they're scoped to
their own platforms. Multi-cloud agent deployments need identity federation that cloud-
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native solutions don’t provide. The Cyera-Oasis platform is cloud-agnostic, which positions
it as the control plane above provider-specific identity systems.

Endpoint security vendors (CrowdStrike, SentinelOne) have been expanding into identity
and data security. This deal raises the bar for what comprehensive security means in
agentic environments. Expect these players to either acquire similar capabilities or
announce partnerships within the next two quarters.

Agent orchestration platforms will need to decide whether identity is core to their value
proposition or a problem they outsource. Those who see identity as core will compete with
Oasis. Those who outsource will become Oasis distribution channels.

Where This Goes: 6-12 Month Projections

Market Consolidation

The $1 billion price tag establishes a valuation floor for NHI security companies with real
traction. Expect at least two more acquisitions in this space before the end of 2026 as
incumbents respond. The likely acquirers are CrowdStrike (given their identity
investments), Palo Alto Networks (given their platform strategy), and Microsoft (given their
Entra identity suite and Azure Al ambitions).

Standard Emergence

The industry needs standard protocols for agent identity. Multiple vendor-specific
approaches will fragment the market and slow adoption. Watch for standards body activity
from CNCF, OASIS, or IETF proposing agent identity specifications. The vendor whose
architecture most closely matches emerging standards gains disproportionate advantage.

Framework Integration

Within six months, major agent frameworks will announce native integrations with either
Cyera-0Qasis or competing platforms. LangChain, Llamalndex, and Microsoft Semantic
Kernel are the ones to watch. These integrations determine which security platform
becomes the default for new agent deployments.
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Pricing Model Experimentation

Nobody knows how to price agentic identity management yet. Per-agent pricing penalizes
architectures with many ephemeral agents. Per-data-access pricing penalizes read-heavy
workloads. Flat enterprise pricing leaves money on the table. Expect significant pricing

model iteration as vendors discover what enterprises will actually pay and how to meter it.

Compliance Mandates

Before mid-2027, at least one major regulatory body will explicitly require non-human
identity management for Al systems in scope. Financial services regulators are the most
likely candidates, given their existing focus on model risk management. This mandate will
transform NHI security from “nice to have” to “cost of doing business” overnight.

The Strategic Stakes

This acquisition matters beyond the immediate participants because it defines how
enterprises will think about Al agent governance. The alternative to solving the identity
problem isn't “agents without identity management.” It's “no agents in production.”

Enterprises that can't answer auditor questions about which agent accessed which data
will scale back agentic deployments. Industries that can’'t demonstrate agent provenance
will face regulatory prohibition. The companies that solve identity enable the agentic future
everyone is building toward.

Cyera is betting $1 billion that they want to be the trust layer that makes Al agents
deployable at enterprise scale. Whether they execute on that vision determines not just
their market position but how quickly the entire industry can move from Al agent
experimentation to Al agent operation.

The identity infrastructure for the agentic era will be built in the next 18 months. The
companies providing that infrastructure will control a choke point as valuable as cloud
compute or model APIs. Cyera just made their claim. Everyone else needs to make theirs.

The billion-dollar lesson: In the age of autonomous agents, controlling identity isn't
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just security—it’s the platform layer that determines who gets to deploy Al at all.

WRITTEN BY
Artur Markus

Software engineer in Basel building Al infrastructure and agentic systems, with a
background in pharmaceutical automation, GxP compliance, and validation. | help teams
turn Al from a chatbot into a reliable operational layer.
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