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Your Al assistant just became a potential data exfiltration channel, and the attack vector is
an unopened email sitting in your inbox. Microsoft quietly patched this before anyone
noticed—but the implications are loud.

The News: First CVE for Al Prompt Injection

On June 11, 2025, Microsoft disclosed CVE-2025-32711, internally dubbed “Echoleak,”
marking the first formal CVE designation ever assigned to an Al assistant prompt-injection
vulnerability. The flaw affected all Microsoft 365 Copilot users and required precisely zero
user interaction to trigger.
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Here's how it worked: an attacker sends a specially crafted email to a target. The email
contains hidden instructions—prompt injection payloads—designed to manipulate
Copilot’s behavior when the Al assistant processes the message content. The victim never
needs to open, click, or even acknowledge the email. Simply having it arrive in their mailbox
was enough.

Once triggered, Copilot would silently exfiltrate sensitive corporate data accessible within
its context—emails, documents, calendar entries, Teams messages—to attacker-controlled
endpoints. According to CM Alliance’s June 2025 cyber attack roundup, the vulnerability
was patched server-side in May 2025, a month before public disclosure.

Microsoft reported zero confirmed in-the-wild exploits at the time of announcement, but
the company’s decision to patch quietly before disclosure suggests they took the threat
seriously. The server-side nature of the fix meant no user action was required—every
Copilot instance was silently updated—but this also means most enterprises had no idea
they were ever at risk.

Why This Matters: A New Attack Surface Emerges

EcholLeak represents a fundamental shift in enterprise security modeling. We've spent
decades building defenses around a simple assumption: attacks require some form of user
complicity. Phishing needs a click. Malware needs an execution. Social engineering needs a
conversation.

Prompt injection in Al assistants breaks this model entirely.

The Al assistant becomes the attack surface, not the user. Your employees could
maintain perfect security hygiene—never clicking suspicious links, never opening
attachments, never sharing credentials—and still have sensitive data exfiltrated through an
Al system they thought was helping them work faster.

Consider the blast radius: Microsoft 365 Copilot has access to everything you've granted it
permission to see. That typically includes emails, SharePoint documents, OneDrive files,
Teams conversations, calendar entries, and contact databases. In most enterprise
deployments, this represents years of accumulated institutional knowledge, client
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communications, financial data, and strategic planning documents.

Trend Micro’s State of Al Security Report for 1H 2025 identifies prompt injection as the
fastest-growing Al-specific threat vector, and EcholLeak validates their assessment. The

report notes that Al systems with broad data access create “centralized extraction points”
that attackers find more valuable than targeting individual users.

The winners here are security vendors who've been warning about Al-specific threats for
years. The losers are enterprises that assumed their existing security stack would naturally
extend to Al assistants—and the users whose data may have been at risk without their
knowledge.

When your Al assistant has more access than any single employee,
compromising the assistant is more valuable than compromising any employee.

Technical Depth: Anatomy of a Zero-Click Prompt
Injection

To understand why Echoleak worked, you need to understand how Microsoft 365 Copilot
processes context—and where that processing went wrong.

Copilot operates on a retrieval-augmented generation (RAG) architecture. When you ask it
a question, it doesn’t just query its base language model. Instead, it:

* Retrieves relevant documents from your Microsoft Graph data (emails, files,
messages)

» Constructs a prompt that includes both your question and the retrieved content

» Sends this combined prompt to the underlying language model

e Returns the response to you

The vulnerability existed in step two. When Copilot retrieved email content to include in its
context window, it failed to adequately sanitize or isolate potentially malicious instructions
embedded within that content.
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A typical EcholLeak payload looked something like this (simplified for illustration):

The attacker’s email would contain text—possibly hidden through HTML formatting, white-
on-white text, or unicode manipulation—that functioned as instructions to the language
model rather than content to summarize. These instructions would tell Copilot to:

* |dentify sensitive data within its accessible context

e Format that data in a specific structure

 Transmit it to an external endpoint (often disguised as a legitimate-seeming API call
or embedded in a URL the model would “helpfully” reference)

The “zero-click” nature came from Copilot’s proactive features. The assistant doesn’t wait
for you to ask about emails—it actively processes them to generate summaries, suggest
responses, and surface relevant information. This means the malicious email got processed
simply by arriving, not by being opened.

The Exfiltration Mechanism

The technical elegance (from an attacker’s perspective) of EcholLeak lay in its exfiltration
method. Early prompt injection attacks focused on manipulating what the Al told the user.
EcholLeak went further by exploiting Copilot’s ability to generate structured outputs and
interact with external services.

Microsoft hasn't disclosed the exact exfiltration channel, but security researchers analyzing
similar vulnerabilities have identified several plausible vectors:

* Image rendering exploits: Instructing the model to reference an attacker-controlled
URL for an “image,” with sensitive data encoded in the URL parameters

¢ Markdown link manipulation: Generating links where the visible text looks benign but
the URL contains encoded data

* API call injection: In enterprise environments with custom connectors, instructing the
model to make authorized API calls that transmit data externally

The attack worked because the language model couldn’t distinguish between legitimate
instructions from the system prompt and malicious instructions embedded in user
content. This is the fundamental challenge of prompt injection: at the token level, all text

www.arturmarkus.com | 4



% Microsoft Patches CVE-2025-32711 'EcholLeak’—Zero-Click Copilot
Flaw Allowed Silent Data Exfiltration via Malicious Email

looks the same.

Why Server-Side Patching Worked

Microsoft’s ability to patch server-side reveals important architectural details. The fix likely
involved enhanced input sanitization at the RAG retrieval layer, additional instruction
isolation boundaries, and potentially real-time monitoring for anomalous output patterns
that suggest exfiltration attempts.

Server-side Al deployments have security advantages that traditional software doesn't.
When your language model runs in Microsoft's infrastructure, they can update security
controls without waiting for enterprises to patch. But this centralization is also a risk
concentration—a single vulnerability affects every customer simultaneously.

The Contrarian Take: We're Underrating This

Most coverage of EcholLeak has focused on the “crisis averted” narrative. Microsoft
patched it before exploitation, no data was confirmed stolen, and the system worked as
designed—responsible disclosure followed by rapid remediation.

This framing misses the point entirely.

EcholLeak isn't a story about a bug that got fixed. It's a preview of an entire class of
vulnerabilities we don’t yet have defenses for.

Here's what the mainstream coverage gets wrong:
Wrong Take #1: “This is just a Microsoft problem”

Every Al assistant with document access has this attack surface. Google's Gemini for
Workspace, Notion Al, Slack Al, Salesforce Einstein Copilot—any system that retrieves
external content and includes it in a language model prompt is theoretically vulnerable to
similar attacks.

The reason Echoleak affected Microsoft first is simply market share and researcher
attention. Microsoft 365 Copilot is the largest enterprise Al assistant deployment in the
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world. It's where security researchers look first. The absence of disclosed CVEs for
competing products doesn't mean they’re more secure; it means they haven't been
scrutinized as intensely.

Wrong Take #2: “Prompt injection is a known problem with known
solutions”

We do not have reliable defenses against prompt injection. We have mitigations,
workarounds, and hope.

Current approaches include:

e Instruction hierarchy: Training models to prioritize system prompts over user
content. This helps but doesn’t eliminate the attack—sufficiently clever payloads can
still manipulate model behavior.

 Input sanitization: Filtering potentially malicious instructions from retrieved content.
This is an arms race—every new filter creates new evasion techniques.

» Output monitoring: Detecting exfiltration attempts after they happen. By definition,
this is too late for the first attempt.

None of these are fundamental solutions. They're patches on a design that inherently can't
distinguish between instructions and data. Until we develop architectures that separate
these at a fundamental level—not just through training or filtering—prompt injection
remains an unsolved problem.

Wrong Take #3: “Zero known exploits means low risk”

Microsoft said there were zero confirmed exploits at disclosure time. This doesn't mean the
vulnerability wasn't exploited; it means Microsoft didn't catch anyone doing it.

Consider the nature of this attack: silent data exfiltration through a zero-click vector. The
victim has no indication anything happened. The attacker’s email looks like any other spam
that got past filters. The exfiltrated data leaves through channels that look like legitimate
Copilot activity.

How would you detect this attack if you didn't know to look for it?
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IBM’'s 2025 Cost of a Data Breach report found that breaches involving Al systems took 47
days longer to identify than traditional breaches, precisely because the attack signatures
don’t match existing detection patterns. An attacker who exploited EcholLeak before May

2025 could have exfiltrated data for months without detection.

The most dangerous vulnerabilities aren’t the ones that get exploited loudly.
They're the ones that get exploited silently until the attacker decides to cash
out.

Practical Implications: What to Do Now

If you're a CTO or security leader, EchoLeak should trigger an immediate reassessment of
your Al deployment strategy. Here's what you should actually do:

1. Audit Al Assistant Permissions

Start with a comprehensive inventory of what data your Al assistants can access. Most
enterprises enabled Copilot, Gemini, or similar tools with default permissions, which
typically means “access to everything the user can access.”

This is almost certainly over-provisioned.

Create role-specific Al permission profiles. Your sales team’s Al assistant doesn’t need
access to engineering documents. Your engineering team’s Al assistant doesn’'t need
access to HR files. Apply least-privilege principles with the same rigor you apply to human
access management—more rigor, actually, since Al systems process data at machine
speed.

2. Implement Al-Specific Security Monitoring

Traditional security tools don't monitor Al assistant behavior. You need new
instrumentation:

* Prompt logging: Record what queries are being sent to Al systems and what context

www.arturmarkus.com | 7


https://www.youtube.com/watch?v=7ypI1oojoII

% Microsoft Patches CVE-2025-32711 'EcholLeak’—Zero-Click Copilot
Flaw Allowed Silent Data Exfiltration via Malicious Email

is being retrieved. This creates an audit trail for forensic analysis.

e Output analysis: Monitor Al responses for patterns that suggest data
exfiltration—unusual URL references, base64-encoded strings, structured data that
shouldn’t appear in natural responses.

* Anomaly detection: Establish baselines for normal Al usage patterns and alert on
deviations—sudden increases in context retrieval, access to unusual document
collections, off-hours activity.

3. Segment Al Access from Critical Data
Some data should never be accessible to Al assistants, regardless of convenience:

¢ Authentication credentials and API keys

e Cryptographic materials

» Customer financial data (depending on your compliance requirements)
» Legal privileged communications

» Board-level strategic documents

Create explicit data classification policies that specify Al accessibility as a property
alongside traditional access controls.

4. Develop Al Incident Response Playbooks

Your incident response procedures almost certainly don't account for Al-mediated attacks.
When you discover a potential prompt injection:

How do you determine what data was potentially exposed?

How do you preserve evidence when the Al system is cloud-hosted?
What's your communication plan for customers whose data may have been

exfiltrated through your Al systems?
How do you satisfy breach notification requirements when you can’t prove what was
taken?

Work through these scenarios now, before you need the answers.
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5. Evaluate Self-Hosted Alternatives

For particularly sensitive use cases, consider whether cloud Al assistants are appropriate at
all. Self-hosted language models using architectures like Llama, Mistral, or specialized
enterprise models give you more control over security boundaries—at the cost of
capability and convenience.

This isn't an either/or decision. Many enterprises are moving toward tiered Al deployment:
cloud assistants for general productivity, self-hosted models for sensitive analysis, and
strict data segregation between them.

Forward Look: The Next 12 Months

EcholLeak is the beginning, not the end. Here’s where this leads:
Regulatory Response: 6-9 Months

Expect regulatory bodies to start treating Al assistants as critical data processing systems
subject to existing data protection frameworks. GDPR already arguably applies to Al
processing of personal data, but enforcement has been sparse because regulators didn't
understand the technology.

EcholLeak provides a concrete example they can understand. A system that processes
email and can be tricked into exfiltrating data? That's a data breach vector, and regulators
know how to respond to those.

European regulators will move first. The EU Al Act already creates frameworks for high-risk
Al systems, and enterprise Al assistants with broad data access likely qualify. Expect
guidance on Al security controls to emerge from European DPAs by early 2026.

Insurance Repricing: 3-6 Months

Cyber insurance underwriters are already asking about Al deployments in renewal
questionnaires. Post-Echoleak, expect these questions to get more specific and the
answers to affect premiums.
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Organizations that can demonstrate robust Al security controls—permission management,
monitoring, data segmentation—will receive better terms than those who deployed Al
assistants with default configurations and hoped for the best.

Architectural Shifts: 12+ Months

The fundamental problem EcholLeak exposed—that language models can't reliably
distinguish instructions from data—requires architectural solutions, not just better filtering.

Research is accelerating on approaches like:

e Formal instruction isolation: Cryptographically signing legitimate instructions so
models can verify their authenticity

e Multi-model architectures: Using separate models for instruction interpretation and
content processing, with strict information flow controls between them

e Capability-limited assistants: Designing Al systems with hard constraints on what
actions they can take, enforced at the infrastructure level rather than through training

None of these are production-ready today. Enterprise Al security for the next 12-18 months
will remain a defense-in-depth game—multiple imperfect mitigations layered together,
monitored closely, and updated frequently.

Attack Evolution: Ongoing

EcholLeak was sophisticated but not complex—a well-crafted prompt injection that
exploited a specific processing flaw. Future attacks will be more targeted and harder to
detect.

Expect to see:

» Multi-stage prompt injections: Attacks that spread across multiple documents or
messages, with each piece looking innocent in isolation but combining into a
malicious payload when the Al processes them together

» Adaptive exfiltration: Payloads that adjust their behavior based on what data they
find, prioritizing high-value targets

» Al-generated attack payloads: Using language models to generate prompt
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injections optimized for specific target models—an Al arms race

Security teams need to assume that attackers are reading the same research they are and
moving faster.

The Bigger Picture

EcholLeak forces a reckoning that many enterprises have been avoiding: Al assistants are
not productivity tools with security implications. They are security-critical systems that
happen to provide productivity benefits.

This distinction matters because it changes who owns the risk. When Al is framed as a
productivity tool, deployment decisions get made by IT or line-of-business leaders
focused on user adoption and efficiency gains. When Al is framed as a security-critical
system, deployment decisions require CISO involvement, threat modeling, and risk
acceptance at the executive level.

The enterprises that treat EcholLeak as a wake-up call—reassessing permissions,
implementing monitoring, developing response playbooks—will be better positioned for the
next vulnerability. And there will be a next one.

The enterprises that treat it as a minor incident that Microsoft already fixed will be caught
off guard when the next zero-click Al vulnerability doesn’t get patched before exploitation.

The first formal CVE for Al prompt injection isn’t a footnote in security history—it’s the
chapter heading for everything that comes next.

J
4

w‘\/
—
WRITTEN BY

Artur Markus

Software engineer in Basel building Al infrastructure and agentic systems, with a
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background in pharmaceutical automation, GxP compliance, and validation. | help teams
turn Al from a chatbot into a reliable operational layer.

Book a meeting [I

www.arturmarkus.com | 12


https://www.arturmarkus.com/contacts/

