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A frontier Al company left its production database wide open on the internet. No password.
No firewall. Your APl keys and chat logs were queryable by anyone with a browser.

The Moment Enterprise Al Security Theater Collapsed

On January 29, 2025, researchers at Wiz did something that should have been impossible.
They found two ClickHouse databases belonging to DeepSeek—one of the most hyped Al
companies on the planet—sitting completely exposed on the public internet. No
authentication. No access controls. Nothing.
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Let that sink in for a moment.

Wiz's research team discovered that anyone with basic HTTP knowledge could execute
arbitrary SQL queries against DeepSeek’s production infrastructure. The exposed
databases contained over one million log lines dating back to January 6, 2025, including

plaintext user chat histories, APl keys, secret tokens, backend infrastructure details, and
operational metadata that would make any attacker’s job trivially easy.

This wasn't a sophisticated zero-day exploit. This wasn't an advanced persistent threat
actor leveraging novel attack vectors. This was a misconfigured database sitting on the
open internet—the kind of security failure we were supposed to have solved a decade ago.

When your vendor’s production database requires zero authentication to
access, every security questionnaire you completed was fiction.

The timeline tells its own damning story. The Hacker News reported that DeepSeek patched
the vulnerability on January 30, 2025—just one day after Wiz's notification. Fast response?

Perhaps. But that speed also confirms something uncomfortable: the fix was trivial. This
wasn’'t a complex architectural flaw requiring weeks of remediation. Someone simply forgot
to enable authentication on production databases containing some of the most sensitive
data imaginable.

What Was Actually Exposed—And Why It Matters More
Than You Think

Let’s be precise about what this breach contained, because the devil is absolutely in the
details.

The exposed ClickHouse instances held a table called ‘log_stream’ containing:

* Plaintext chat histories: Every prompt users sent to DeepSeek’s models, including
potentially confidential business information, code snippets, strategic documents,
and personal data
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» APl keys and secret tokens: Credentials that could be used to impersonate
legitimate users, rack up charges, or pivot to other systems

* Backend infrastructure details: Internal system information that provides a
roadmap for further attacks

* Operational metadata: Timestamps, user identifiers, and system states that reveal
usage patterns and potential vulnerabilities

Security Week’s analysis emphasized that this exposure granted full database control—not
just read access. An attacker could have modified records, deleted logs, or planted false

data. In a production Al system, the implications of data manipulation extend far beyond
traditional breach scenarios.

But here’'s what keeps me up at night: we don't know who else found these databases
before Wiz did. The exposure window stretched from at least January 6 to January 30,
2025—nearly a month where anyone scanning the internet could have stumbled onto this
goldmine. And ClickHouse databases don’t exactly hide. They're designed for high-
performance analytics, which means they respond quickly to queries. Perfect for legitimate
users. Perfect for attackers conducting automated reconnaissance.

The Compound Attack Surface Nobody Discussed

The database exposure didn't happen in isolation. CM Alliance’s incident timeline reveals
that DeepSeek faced simultaneous large-scale DDoS attacks during this period, forcing the

company to halt new user registrations. More troubling, malicious PyPI packages named
‘deepseek’ and ‘deepseekai’ appeared in the wild, targeting developers eager to integrate
DeepSeek’s capabilities into their applications.

These weren't separate incidents. They represent a coordinated—or at least
opportunistic—campaign exploiting DeepSeek’s sudden prominence. When a new Al
service gains rapid adoption, attackers move fast. They register typosquatted domains.
They publish malicious packages to package managers. They scan for exposed
infrastructure. The DeepSeek situation demonstrates all three attack vectors converging
simultaneously.

The question isn't whether your Al vendor has been breached. It's whether you'd
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know if they had been.

Europe’s Regulatory Response: From Questionnaires to
Action

Within days of the exposure becoming public, Italy’s data protection authority—the
Garante—took action that should terrify every enterprise integration team. They didn't just
send sternly worded letters. They made DeepSeek’s apps unavailable in Italy and issued
formal information requests about the company’s data handling practices and training data
sources.

The National Law Review’s coverage highlighted that Ireland’s Data Protection Commission

made similar inquiries, signaling that European regulators are prepared to move quickly
when Al vendors demonstrate fundamental security failures. This isn't the GDPR
enforcement pattern we've seen with big tech companies—years of investigation followed
by negotiated settlements. This is real-time regulatory intervention affecting service
availability.

For enterprise buyers, this creates an entirely new risk category: regulatory contagion.
When your Al vendor faces enforcement action in one EU member state, your compliance
posture in every EU jurisdiction becomes questionable. Can you demonstrate that you
conducted adequate due diligence before integration? Can you prove you had appropriate
data processing agreements in place? Can you show that you implemented technical
controls to prevent prohibited data flows?

The Due Diligence Questions That Actually Matter Now

Traditional vendor security assessments ask about SOC 2 certifications, encryption at rest,
and incident response plans. These questions remain necessary but are no longer
sufficient. The DeepSeek incident proves that you need to dig deeper:

1. Database authentication requirements: Not whether databases are “secured,” but
specifically what authentication mechanisms protect every data store that could
contain customer data or API credentials
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2. Network exposure surface: Which systems are internet-facing, and what
justification exists for each exposure point

3. Log retention and access controls: Where are logs stored, who can access them,
and are they encrypted at rest and in transit

4. Supply chain verification: How does the vendor ensure that packages published
under their name in public repositories are legitimate

5. Regulatory response capability: What's the vendor’s plan if a major regulator
demands service suspension in a key market

If your vendor can't answer these questions with specifics—not policies, but actual
technical implementations—you're taking on risk you can’t quantify.

The Broader Al Security Landscape Is Equally Concerning

The DeepSeek exposure might be the most dramatic recent failure, but it's far from
isolated. The Al security landscape in early 2025 reveals systemic problems that extend
across the entire ecosystem.

NIST's January 2025 technical blog on Al agent hijacking evaluations reveals vulnerabilities
in leading models including Claude 3.5 Sonnet. Their research demonstrates that even well-

funded Al labs with strong security cultures face novel attack vectors involving remote
code execution and database exfiltration. These aren’t theoretical concerns—they're
documented vulnerabilities that require active mitigation.

The attack surface for Al systems is fundamentally different from traditional software:

Traditional Software Security Al System Security
Code vulnerabilities are static until Model behavior can be manipulated through
patched inputs
Attack surface defined by exposed Attack surface includes training data, prompts,
endpoints and model weights

Breach can expose data AND corrupt model

Breach impact limited to data exposure behavior

Authentication is necessary but insufficient

Authentication protects resources . o
against prompt injection
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Training Data Poisoning: The Long-Term Threat

Anthropic’s research published in October 2025 quantified something security

professionals had long suspected: training data poisoning is shockingly effective. Their
findings show that as little as 0.001% to 0.1% of poisoned training data can inject backdoors
into language models of any size. These backdoors persist through safety
training—meaning that standard alignment procedures don’t remove them.

Consider the implications for enterprise Al adoption:

e You cannot verify what training data your vendor used

e You cannot audit whether that data was compromised

* You cannot detect if the model you're using contains dormant backdoors
» Even if you could, there’s no established remediation process

This isn't about trusting your vendor’s intentions. It's about recognizing that even well-
intentioned vendors may be shipping compromised models without knowing it. The supply
chain for Al training data is opaque, distributed, and largely unauditable.

The Enterprise Response: What Security Teams Must Do
Now

Let me be direct: if you're integrating third-party Al services into production systems, your
current security posture is probably inadequate. Not because you've been negligent, but
because the threat landscape shifted faster than vendor assessment frameworks could
adapt.

Here's the framework that should govern every Al vendor relationship going forward:
Tier 1: Infrastructure Verification
Before you send a single API call, you need answers to basic infrastructure questions:

Network Architecture Review: Request a network topology diagram showing all internet-
facing systems. Any production database that touches customer data should be behind
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multiple authentication layers and network segmentation. If your vendor can’t produce this
documentation, that's your answer.

Authentication Chain Analysis: Trace the authentication requirements from the public API
endpoint through to every backend system that handles your data. The DeepSeek
exposure happened because authentication requirements didn’t extend to internal
databases—a gap that’'s more common than vendors admit.

Credential Management Verification: How does the vendor store APl keys and secrets?
Are they encrypted? Are they rotated? Can they be revoked in real-time? The presence of
plaintext APl keys in DeepSeek’s exposed logs indicates failures at multiple levels.

Tier 2: Operational Security Assessment

Cisco’s announcement of Al Defense in January 2025 signals that major security vendors

recognize the gap in Al-specific security tooling. Their end-to-end solution for securing Al
application development and deployment—available from March 2025—addresses many of
the operational security concerns that existing tools miss.

But you can’t wait for vendor solutions to mature. Immediate actions include:

Log Sanitization Requirements: Mandate that your vendor implements log sanitization
that removes or masks sensitive content before storage. Prompts containing confidential
information should never be stored in plaintext—even in internal logs.

Prompt Isolation Architecture: Understand how your prompts are processed, where
they're stored, and who can access them. In the DeepSeek case, chat histories were stored
in a table accessible to anyone on the internet. Your data handling agreement is worthless
if it's not backed by technical controls.

Incident Notification SLAs: Require contractual commitments for breach notification that
exceed regulatory minimums. The fact that the DeepSeek exposure existed for nearly a
month before discovery suggests that even basic security monitoring was insufficient.
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Tier 3: Regulatory Alignhment

The Italian and Irish regulatory responses demonstrate that Al vendor failures can create
immediate compliance exposure for customers. Your risk management approach must
account for:

Jurisdiction-Specific Data Routing: Can you ensure that data processed through your Al
vendor never leaves permitted jurisdictions? This is increasingly complex when vendors
use distributed infrastructure without clear data residency guarantees.

Regulatory Trigger Monitoring: Establish processes to detect when your Al vendors face
regulatory action in any jurisdiction where you operate. The window between regulatory
inquiry and service suspension may be measured in days, not months.

Contingency Integration Plans: Every Al integration should have a fallback plan. If your
vendor becomes unavailable due to security failure or regulatory action, what's your
recovery time? What functionality do you lose? How do you migrate to alternatives?

Code Security: The Overlooked Third-Party Al Risk

The DeepSeek situation extends beyond infrastructure failures. In November 2025,
CrowdStrike researchers identified significant security flaws in code generated by
DeepSeek’s models—highlighting that Al vendor risk includes the quality and safety of the
outputs themselves.

This creates a compound risk for enterprises using Al-generated code:

e The vendor’s infrastructure may be compromised, exposing your prompts and
intellectual property

* The vendor’s model may generate insecure code, introducing vulnerabilities into your
systems

e The vendor’s training data may have been poisoned, creating systematic biases
toward insecure patterns

You're not just trusting your Al vendor with data security. You're trusting them
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with the security of everything their outputs touch.

For enterprises using Al coding assistants, this means:

Mandatory Security Review: Al-generated code cannot go directly to production. Every
output requires human security review, regardless of how “good” the model appears to be.

Pattern Analysis: Track common security issues in Al-generated code over time. If the
model consistently produces certain vulnerability patterns, that's evidence of either
training data issues or systematic model limitations.

Isolated Execution: Test Al-generated code in sandboxed environments before any
production deployment. Assume that generated code may contain unintentional—or
intentional—backdoors.

The New Vendor Assessment Framework

Based on the DeepSeek incident and the broader Al security landscape, here's the
minimum viable vendor assessment framework for third-party Al integrations:

Pre-Integration Requirements

Category Requirement Verification Method
No unauthenticated production

Infrastructure Third-party penetration test results
systems
Data Handling Encryption at rest and in transit  Architecture documentation + audit
. " . Sample log review + polic
Logging Sensitive data masked in all logs pre ‘o8 policy

verification

Access control matrix +

Access Control Role-based access with MFA ..
authentication logs

Contractual commitment + incident

Incident Response 24-hour breach notification .
history

Infrastructure documentation + legal

Regulatory Data residency guarantees review
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Ongoing Monitoring Requirements

Continuous Security Posture Assessment: Don’t rely on annual audits. Implement
continuous monitoring that detects configuration drift, exposed assets, and suspicious
activity patterns. Tools like Wiz found the DeepSeek exposure through automated
scanning—your security team should be running similar checks against your vendors.

Regulatory Watch Program: Track regulatory actions against your Al vendors across all
jurisdictions where you operate. Subscribe to data protection authority announcement
feeds. Monitor legal news for enforcement actions. The first sign of regulatory trouble
should trigger internal review.

Alternative Vendor Evaluation: Maintain relationships with backup vendors even when
your primary integration is working well. The ability to rapidly switch providers is your
ultimate risk mitigation strategy.

What This Means for the Al Industry

The DeepSeek incident represents an inflection point for enterprise Al adoption. The
combination of basic security failures, coordinated attacks, and immediate regulatory
response creates a new reality:

Security theater is over. Questionnaires and certifications are starting points, not
endpoints. Enterprises need technical verification of security claims, and vendors who can't
provide it will lose enterprise contracts.

Regulatory risk is immediate. European data protection authorities have demonstrated
willingness to act quickly when Al vendors fail basic security requirements. This changes
the calculus for any integration touching EU resident data.

The attack surface is expanding. Between infrastructure vulnerabilities, supply chain
attacks through package managers, training data poisoning, and code generation risks, Al
integration introduces threat vectors that traditional security frameworks don't adequately
address.

Vendor concentration is a strategic risk. Depending on a single Al provider—especially
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one with limited operational history—creates exposure that no amount of technical
controls can fully mitigate.

Looking Forward: What Needs to Change

The Al industry has borrowed heavily from cloud security practices, but the DeepSeek
incident shows that even basic cloud hygiene hasn’t been universally adopted. Moving
forward, several structural changes are needed:

Mandatory Security Audits: Al vendors serving enterprise customers should be required
to undergo regular third-party security audits with results made available to customers.
The current self-certification model has clearly failed.

Standardized Disclosure Requirements: The Al industry needs standardized breach
disclosure requirements that exceed current regulatory minimums. Customers deserve to
know when their data may have been exposed, even if the breach is “contained.”

Insurance Market Development: The cyber insurance market for Al-specific risks remains
immature. As incidents like DeepSeek become more common, we'll see more sophisticated
actuarial models—but enterprises need coverage options now.

Open Security Tooling: The security research community needs better tools for assessing
Al vendor security postures. Wiz's discovery was valuable, but it shouldn’t require a well-
funded security startup to identify basic misconfigurations.

Research into detection mechanisms shows promise—studies have demonstrated that
federated learning combined with blockchain hybrid approaches can achieve 91.9%
detection sensitivity in simulations. But these are research prototypes, not production
tools. The gap between academic security research and practical enterprise defenses
remains dangerously wide.

The Path Forward for Enterprise Al Teams

If you're responsible for Al integrations in an enterprise environment, here’s your immediate
action plan:
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This Week: Audit every third-party Al integration for data handling documentation. If you
can’t trace where your data goes and how it's protected, that integration is a liability.

This Month: Implement continuous monitoring for exposed assets and suspicious activity
across your Al vendor ecosystem. The tools exist—Wiz, Censys, Shodan—use them.

This Quarter: Renegotiate contracts to include specific security requirements, breach
notification SLAs, and termination rights for security failures. If your vendor won't agree,
find a vendor who will.

This Year: Build internal Al capabilities that reduce dependence on third-party services for
sensitive workloads. The most secure third-party integration is the one you don't need.

The DeepSeek database exposure wasn’t a sophisticated attack. It wasn't a failure of
cutting-edge Al security measures. It was a completely unprotected database sitting on
the internet for weeks, leaking everything it touched. And it happened to one of the most
prominent Al companies in the world, while regulators watched and acted in real-time.

If that doesn’'t change how you evaluate Al vendors, nothing will.

Your Al vendor’s security isn't about exotic model attacks—it’'s about whether they
remembered to password-protect the database containing your secrets, and whether
you verified they did before sending your first API call.

WRITTEN BY
Artur Markus

Software engineer in Basel building Al infrastructure and agentic systems, with a
background in pharmaceutical automation, GxP compliance, and validation. | help teams
turn Al from a chatbot into a reliable operational layer.
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