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The Pentagon’s DeepSeek panic revealed something far more dangerous than
Chinese spyware—and nobody’s talking about it.

The Ban That Exposed Everything

On January 24, 2025, the U.S. Navy issued an urgent directive that rippled through
defense circles like a shockwave. DeepSeek—the Chinese Al assistant that had
suddenly captured global attention—was prohibited “in any capacity” across all
Navy devices and personnel. Four days later, the Defense Information Systems
Agency (DISA) began technically blocking DeepSeek across Pentagon networks after
discovering that some DoD employees had already been using it.
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The headlines wrote themselves. Chinese Al banned. National security protected.
Crisis averted.

Except that’s not what happened at all.

The Navy didn’t ban DeepSeek because it's Chinese. They banned it
because they have no way to safely evaluate, integrate, or replace it.
That’s the same problem they have with every Al vendor—including
American ones.

What the January 2025 DeepSeek incident actually exposed was something far
more systemic and far more dangerous than foreign surveillance: the Pentagon has
built itself into an Al architecture so brittle, so vendor-dependent, that it cannot
swap, evaluate, or even safely test alternative Al systems without risking
operational collapse.

And here’s the part that should keep defense strategists awake at night: the same
vulnerability exists with American Al vendors. The problem isn’t nationality. It's
architectural sovereignty—and the Department of Defense has almost none of it.

The Dirty Secret Behind the “China Ban”

Let’s start with what actually happened, because the timeline matters.

According to Stars and Stripes’ reporting, the Navy’s January memo wasn’t actually
a new policy. It was a reminder. The Department of the Navy had already issued a
memo in September 2023—more than a year earlier—prohibiting ALL unapproved
public generative Al tools. DeepSeek wasn’t singled out because of some unique
Chinese threat. It was singled out because it had become popular enough that
personnel were using it anyway, and leadership needed to enforce a policy that
already existed.

The Center for a Stronger Navy’s analysis makes this explicit: the DeepSeek ban
was enforcement of existing vendor proliferation controls, not a targeted response
to Chinese espionage. The September 2023 policy already prohibited unauthorized
Al tools—American, Chinese, European, or otherwise.
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This distinction matters enormously because it reveals the true nature of the
problem. The military’s Al challenge isn’t “Chinese Al bad, American Al good.” It's
“we have no architectural framework that allows us to safely evaluate, integrate,
rotate, or replace Al vendors of any nationality.”

Think about what that means operationally. When the Pentagon discovered DoD
employees using DeepSeek, their only response was a blanket prohibition enforced
through network blocking. They couldn’t:

» Sandbox the application in an isolated environment to study its behavior

 Compare its capabilities against approved alternatives using standardized
benchmarks

» Migrate any workflows that had developed around it to approved tools

 Document what personnel were actually using it for to inform future capability
requirements

The response was binary: ban and block. That’s not security architecture. That’s
panic management.

The Lock-In Crisis Congress Finally Acknowledged

What makes the January 2025 DeepSeek incident historically significant isn’t the
ban itself—it’'s what happened in the months that followed. For the first time,
Congress and the executive branch explicitly acknowledged that Al vendor
dependency represents a strategic vulnerability on par with foreign surveillance.

The FY25 National Defense Authorization Act, as analyzed by Akin Gump, now
mandates that the Intelligence Community develop model contract terms
specifically designed to “prevent vendor lock-in and encourage competition with
interoperable Al products.” This isn’t boilerplate procurement language. It's a
statutory admission that current Al contracting practices have created unacceptable
strategic dependencies.

The numbers tell the story:

Date Event Significance

Original DoD policy
September 2023 prohibiting unapproved public
generative Al

Pre-dates DeepSeek; reveals this
was never about China specifically
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January 24, Navy’s initial DeepSeek Enforcement of existing policy, not
2025 prohibition memo new threat response

DISA begins technical

January 28, blocking on Pentadon Binary response reveals lack of
2025 9 9 graduated evaluation capability
networks
April 3. 2025 OMB releases M-25-21 with  First explicit federal requirement
P ' anti-lock-in mandates for Al vendor portability

But the real landmark came on April 3, 2025, when the Office of Management and
Budget released Memorandum M-25-21. Global Policy Watch’s coverage of these
first Trump 2.0-era Al procurement requirements revealed something extraordinary:
the federal government now explicitly requires all agencies to include contract
clauses for data portability, model portability, government IP rights, and knowledge
transfer specifically to avoid Al vendor lock-in.

Holland & Knight’'s legal analysis of the Trump administration’s Al memoranda
confirmed the scope: agencies have 270 days to develop acceptable-use policies for
generative Al that comply with these anti-lock-in requirements. That's a
government-wide admission that current Al deployments have created
dependencies so severe that emergency remediation is needed.

The 30-Day Impossibility

Here's where the paradox becomes most acute. The same NDAA provisions that
mandate anti-lock-in contract terms also require the DoD to remove “covered Al”
from Chinese-linked vendors within 30 days of enactment.

Thirty days.

The Pentagon is legally required to remove certain Al systems within 30
days while having no technical architecture for vendor-agnostic Al
deployment. They’ve legislated an impossibility.

Let me explain why this is architectural fantasy. Modern Al systems don’t exist as
isolated applications you can simply uninstall. They’'re woven into data pipelines,

decision-support workflows, training datasets, and institutional knowledge. An Al

tool that’s been deployed for even six months has:
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e Accumulated fine-tuning based on operational data

* Been integrated with other systems through APIs and data feeds

* Shaped personnel workflows and expectations

e Generated outputs that inform downstream decisions

» Created dependencies in adjacent systems that expect its outputs

Removing such a system in 30 days isn’t like swapping a printer. It’s like performing
open-heart surgery while the patient runs a marathon. The NDAA requirement
reveals that legislators understand Al vendor dependency is dangerous but don’t
understand—or are unwilling to acknowledge—how deeply entrenched that
dependency has become.

The math simply doesn’t work. You cannot mandate 30-day removal timelines while
also acknowledging (in the same legislation) that you need to develop entirely new
contract frameworks to prevent such dependencies in the future. If you already had
the architecture for rapid vendor transitions, you wouldn’t need new contract
frameworks. The legislation admits the problem it’'s pretending to solve doesn’t
have a solution yet.

The Bipartisan Warning Nobody Heeded

To be clear, this isn’t a partisan failure. The vendor lock-in crisis has been building
for years, and warnings have come from both sides of the aisle.

The “Protecting Al and Cloud Competition in Defense Act,” introduced by Senators
Eric Schmitt and Elizabeth Warren—about as bipartisan a pairing as you’'ll find in
current American politics—explicitly warns that concentrating DoD Al and cloud
workloads in a few vendors creates systemic operational risk. The bill’s language is
stark: this isn’t about cost optimization or competitive fairness. It’s about the
military’s ability to function if a major vendor relationship fails.

Inside Government Contracts’ February analysis of the rapid federal and state
response to DeepSeek noted something crucial: the speed of restrictions revealed
how few alternatives existed within approved frameworks. When you can only
respond to an Al threat by banning it—rather than evaluating, sandboxing, or
counterbalancing it—you’ve admitted your security posture is entirely reactive.

The Schmitt-Warren legislation acknowledges what the DeepSeek ban
demonstrated: the Pentagon has spent a decade building Al capabilities without
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building Al resilience. Every contract that locked in a specific vendor, every
integration that assumed permanent availability, every workflow that became
dependent on proprietary capabilities—all of it accumulated into a strategic
vulnerability that has nothing to do with which country the vendor operates from.

The Atlantic Council’s Marketplace Vision

The Atlantic Council’s strategic memo on accelerating Al capability delivery to the
Pentagon offers the most comprehensive vision for what architectural sovereignty
could look like: a “marketplace for mission-ready Al” that explicitly avoids long-term
contracts or vendor lock-in to maintain flexibility.

This isn’t just procurement reform. It’s a fundamental reimagining of how military Al
systems should be architected from the ground up. The Atlantic Council’s
recommendations include:

e Standardized interfaces that allow Al components to be swapped without
system-wide reengineering

e Government ownership of training data and fine-tuned model weights

* Mandatory interoperability testing before any Al system receives operational
approval

e Contractual requirements for knowledge transfer that prevent vendor
departure from creating capability gaps

What’s notable about these recommendations is that they’re entirely nationality-
agnostic. They would apply equally to American, Chinese, European, or any other Al
vendors. The framework assumes that any vendor dependency is dangerous,
regardless of the vendor’s country of origin or perceived allegiance.

This is the correct framing, and it’'s why the DeepSeek ban’s real significance has
been so consistently missed by mainstream coverage. The threat model that
focuses on “Chinese Al = surveillance risk” is dangerously incomplete. The more
accurate threat model is “vendor dependency = operational risk,” with surveillance
being just one of many failure modes.

What Real Architectural Sovereignty Looks Like

Let me be concrete about what the Pentagon would need to achieve genuine Al

www.arturmarkus.com | 6


https://www.atlanticcouncil.org/content-series/strategic-insights-memos/a-marketplace-for-mission-ready-ai-accelerating-capability-delivery-to-the-pentagon/

The Military Al Vendor Paradox: Why the Pentagon’s January
2025 DeepSeek Ban Exposes the Real Threat Isn’t Chinese
Surveillance—It’'s American Lock-In

architectural sovereignty—the ability to evaluate, integrate, and replace Al vendors
without operational disruption.

Data Sovereignty Layer

Every piece of data used to train, fine-tune, or prompt military Al systems must be
stored in formats and systems that the government fully controls. No vendor should
have exclusive access to training data. No fine-tuned model should exist only on
vendor infrastructure. This seems obvious, but current practice often involves
vendors ingesting military data into proprietary systems where the government has
limited visibility and no extraction capability.

The OMB M-25-21 data portability requirements are a step toward this, but they’'re
only meaningful if enforced with technical standards, not just contractual language.
A contract that says “vendor must provide data portability” means nothing if the
data is in proprietary formats that no other vendor can ingest.

Model Abstraction Layer

Military Al applications should interact with Al capabilities through standardized
interfaces that abstract away the underlying model. If an application needs
“document summarization,” it should call a standardized API that could be fulfilled
by any qualified model—not be hardcoded to a specific vendor’s endpoint.

This is harder than it sounds because different Al models have different strengths,
weaknesses, and quirks. A summarization request that works perfectly with one
model might produce garbage with another. But the alternative—building
applications that are permanently dependent on specific models—is what created
the current crisis.

Evaluation Infrastructure

The military needs permanent, staffed, secure infrastructure for evaluating Al
systems before operational deployment. This infrastructure should be able to:

e Sandbox untrusted Al systems in isolated environments

e Run standardized security, performance, and reliability tests
 Compare new systems against existing approved alternatives
* Monitor deployed systems for behavioral drift or degradation
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The fact that the Navy’s response to DeepSeek was a blanket ban rather than an
evaluation-and-determination process reveals that this infrastructure doesn’t exist
at meaningful scale. You can’t make intelligent decisions about Al systems you have
no way to safely examine.

Transition Playbooks

For every Al capability in operational use, there should be a documented, tested
playbook for transitioning to an alternative provider. This isn’t just theoretical
planning—it’'s actual testing. Can we move this workflow to a different vendor within
30 days? What breaks? What data needs to migrate? What personnel retraining is
required?

If you can’t answer these questions for every operational Al system, you don’t have
architectural sovereignty. You have architectural dependency with extra paperwork.

The Security-Through-Nationality Fallacy

Let me be direct about something: the dominant narrative that American Al is
secure and Chinese Al is a surveillance risk is not just incomplete—it’s strategically
counterproductive.

When we frame Al security as primarily a nationality question, we create
blind spots for the more fundamental question: can we control, evaluate,
and replace this system if we need to?

Consider the actual threat models that vendor dependency creates:

Vendor Failure: If a major Al vendor experiences financial collapse, leadership
crisis, or operational failure, dependent military systems fail with them. This is true
regardless of vendor nationality.

Vendor Policy Changes: If a vendor decides to change pricing, terms of service,
API specifications, or supported capabilities, dependent military systems must adapt
or fail. American vendors change policies as often as foreign ones.

Capability Discontinuation: If a vendor decides to discontinue a capability that
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military systems depend on—perhaps because it's not commercially
profitable—there may be no alternative. This is a commercial risk, not a national
security risk in the traditional sense.

Supply Chain Compromise: Any vendor’s systems can be compromised by
sophisticated attackers. American vendors have been breached repeatedly.
Assuming American systems are secure because they’'re American is wishful
thinking.

Regulatory Capture: If a vendor achieves sufficient market dominance that
military systems cannot function without them, they gain leverage over government
policy that may not align with national interests. This is a market structure problem,
not a nationality problem.

None of these threat models are addressed by banning Chinese Al while becoming
deeply dependent on American Al. All of them are addressed by architectural
sovereignty that allows rapid evaluation and transition regardless of vendor
identity.

The Uncomfortable Parallel

There’s an uncomfortable parallel that defense strategists are reluctant to discuss
publicly: the Al vendor dependency problem mirrors the defense contractor
consolidation problem that the Pentagon has struggled with for decades.

When the number of viable suppliers for critical defense capabilities consolidates to
two or three vendors, the government loses negotiating power, innovation slows,
and costs rise. This has been documented extensively for traditional defense
procurement. The same dynamics are now playing out in Al, but faster and with
higher stakes.

The difference is time compression. It took decades for defense contractor
consolidation to create its current problems. Al vendor dependency is creating
comparable problems in years. The speed at which Al capabilities are becoming
operationally essential is outpacing the speed at which the government can build
evaluation and transition capabilities.

This is why the April 2025 OMB requirements are significant but insufficient. They
establish the right principles—data portability, model portability, knowledge
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transfer—but they give agencies 270 days to develop policies while Al dependency
is accumulating daily. By the time the policies are in place, the dependency
problem will be measurably worse.

What DeepSeek Actually Taught Us

Let’s return to the January 2025 DeepSeek ban and extract what it actually revealed
about the Pentagon’s Al posture.

Lesson 1: Prohibition is not strategy. The only tool available was a blanket ban
enforced by network blocking. This is a fire-suppression response, not a fire-
prevention architecture. It works once. It cannot scale.

Lesson 2: Policy without architecture is theater. The September 2023 policy
prohibiting unapproved generative Al existed for over a year before DeepSeek.
Personnel used DeepSeek anyway because the policy existed without technical
enforcement or approved alternatives that met their needs. Policy that doesn’t
account for user requirements is policy that will be circumvented.

Lesson 3: The speed of Al proliferation exceeds the speed of Al
governance. DeepSeek went from unknown to operationally present on DoD
networks in weeks. The government’s response took months and is still incomplete.
This gap will widen, not narrow, as Al capabilities continue to advance.

Lesson 4: Nationality-based security creates false confidence. Banning
DeepSeek while maintaining deep dependencies on American Al vendors doesn’t
solve the dependency problem. It just changes which dependencies we have. If the
goal is operational resilience, the solution must be architectural, not geographic.

Lesson 5: The real capability gap is evaluation. The military’s inability to
safely evaluate DeepSeek—to determine what it actually does, what risks it actually
poses, and what capabilities it actually offers—is the same inability it has with every
Al system. The difference is that American vendors are given the benefit of the
doubt that foreign vendors are not. That’'s a policy choice, not a security
architecture.
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The Path Forward

If | were advising the Pentagon on Al architectural sovereignty—which, to be clear, |
am not, though I'd take the meeting—I would recommend three immediate
priorities.

Priority 1: Build Evaluation Infrastructure Before Deploying
Anything Else

The ability to safely evaluate Al systems is a prerequisite for everything else.
Without it, every deployment is a gamble, every vendor relationship is a
dependency, and every security decision is based on assumptions rather than
evidence.

This means secure sandboxing environments, standardized testing protocols, red-
team evaluation capabilities, and permanent staffing with Al security expertise. It's
not glamorous. It won’t generate headlines about “Al-powered defense.” But
without it, nothing else is trustworthy.

Priority 2: Mandate Portability Testing, Not Just Portability
Language

The OMB M-25-21 requirements for data portability and model portability are
meaningless if they’'re not tested. Every Al contract should require a demonstrated
transition capability—actual testing that shows the government can move to an
alternative provider within defined timelines.

This testing should happen before contract signature, not after. If a vendor cannot
demonstrate that their system is portable, they should not receive a contract,
regardless of how impressive their capabilities appear.

Priority 3: Create Genuine Alternatives, Not Just Approved
Vendor Lists

The reason personnel used DeepSeek despite existing prohibitions is that it offered
something approved alternatives didn't—whether that was capability, accessibility,
ease of use, or something else. Banning tools without providing alternatives that
meet user needs creates circumvention pressure.
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The Atlantic Council’s marketplace vision addresses this: if there’s a competitive
ecosystem of approved Al capabilities that users can access easily and that meet
their operational needs, the temptation to use unauthorized tools diminishes.
Prohibition without alternatives is prohibition that fails.

The Broader Implications

What happens in military Al procurement doesn’t stay in military Al procurement.
The patterns established by the DoD tend to propagate through government
contracting generally, and often into private sector best practices as well.

If the Pentagon successfully implements genuine architectural sovereignty for
Al—vendor-agnostic interfaces, mandatory portability, government-owned training
data, standardized evaluation—those patterns will influence how every federal
agency approaches Al. And if the federal government establishes those patterns,
they’ll influence how state governments, major corporations, and eventually the
broader economy approach Al dependency.

Conversely, if the Pentagon continues down the current path—nationality-based
security theater, vendor dependency masked by prohibition policies, architectural
lock-in accumulating faster than governance can address—those patterns will
propagate too.

The DeepSeek ban was a symptom. The disease is architectural. And the treatment
requires confronting uncomfortable truths about American Al vendors that the
“Chinese Al bad” narrative conveniently obscures.

Conclusion: The Paradox Resolved

The military Al vendor paradox isn’t actually a paradox. It's a predictable
consequence of prioritizing capability acquisition over architectural resilience, of
framing security as a nationality question rather than a dependency question, and
of building governance frameworks that can’t keep pace with the technologies
they’re supposed to govern.

The January 2025 DeepSeek ban made this impossible to ignore. The subsequent
NDAA provisions and OMB memoranda acknowledge the problem explicitly. But
acknowledgment isn’t solution. The 30-day removal requirements that exist
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alongside “develop new contract frameworks” language reveal that legislators
understand the danger but haven’t grasped the depth of the architectural debt.

Real security—the kind that actually protects military operations from
disruption—requires the ability to evaluate any Al system, integrate it through
standardized interfaces, and replace it when necessary without operational
collapse. That capability doesn’t exist today. Building it will require investment,
institutional change, and the political courage to apply the same skepticism to
American Al vendors that we apply to Chinese ones.

The threat isn’t Chinese surveillance. The threat is dependency. And dependency
doesn’t check passports.

The Pentagon’s DeepSeek ban revealed that the military has no
architectural capability to safely evaluate, integrate, or replace Al vendors
of any nationality—and until that changes, every Al deployment is a
strategic liability waiting to be exposed.

www.arturmarkus.com | 13



