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The OAuth Token Heist: How AI Chat
Integrations Just Became Enterprise
Security’s Biggest Blind Spot

Your AI chatbot just handed attackers a skeleton key to 700+ enterprise SaaS stacks—and
nobody’s MFA even flinched. Here’s why this changes everything.

The Day AI Integrations Became a Liability

For ten days in August 2025, a threat actor designated UNC6395 moved through the digital
infrastructure of over 700 companies like a ghost. They didn’t phish executives. They didn’t
brute-force passwords. They didn’t exploit some exotic zero-day vulnerability that
required nation-state resources to develop.

They stole OAuth tokens from an AI chatbot integration.

The Salesloft Drift breach, which unfolded between August 8-18, 2025, represents a

https://cloud.google.com/blog/topics/threat-intelligence/data-theft-salesforce-instances-via-salesloft-drift
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fundamental inflection point in enterprise security. Not because OAuth token theft is
new—it isn’t. But because this attack exploited a category of vulnerability that most
security teams haven’t even begun to map: the authentication gap created by non-human
identities in AI tool integrations.

The victim list reads like a who’s who of the tech industry’s most security-conscious
organizations: Cloudflare, Google Workspace accounts, major financial institutions, and
ironically, several cybersecurity vendors. These aren’t companies with weak security
postures. These are organizations that have invested millions in identity access
management, zero-trust architectures, and sophisticated threat detection systems.

None of it mattered.

The uncomfortable truth is that your AI integrations have been quietly
accumulating permissions across your SaaS ecosystem, and you probably have
no idea what they can access.

Anatomy of a Supply Chain Ambush

To understand why this breach matters, you need to understand how it happened—and
more importantly, what it reveals about the structural weaknesses in how enterprises
adopt AI tools.

Salesloft acquired Drift, an AI-powered conversational marketing platform, and integrated it
deeply with Salesforce to enable intelligent lead qualification and customer engagement.
This integration required OAuth tokens—essentially digital credentials that allow Drift to
access Salesforce data on behalf of users without requiring those users to share their
actual passwords.

This is standard practice. OAuth is the backbone of modern SaaS interoperability. Every
time you click “Sign in with Google” or authorize a Slack app to access your calendar, you’re
creating OAuth tokens. The protocol itself is robust when implemented correctly.

The problem isn’t OAuth. The problem is what happens when the application holding those
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tokens gets compromised.

According to AppOmni’s detailed analysis, the initial compromise of Salesloft Drift’s
infrastructure occurred months before the active exploitation phase—somewhere between
March and June 2025. The attackers gained access through unauthorized GitHub
workflows, establishing persistence in Drift’s AWS environment long before they began
extracting value.

This is the supply chain attack playbook executed with surgical precision: compromise a
trusted vendor, inherit their access to hundreds of customer environments, extract data at
scale.

The Exfiltration Operation

Once UNC6395 had access to Drift’s OAuth refresh tokens, they didn’t waste time with
smash-and-grab tactics. They ran targeted SOQL queries—Salesforce Object Query
Language, for the uninitiated—designed to extract maximum value with minimum noise.

What were they hunting?

AWS access keys embedded in Salesforce records
Snowflake authentication tokens
Plaintext passwords stored in custom fields
API keys for third-party services
Sensitive business intelligence and customer data

The attackers operated from Tor exit nodes, used Python scripts for automated exfiltration,
and deleted their query jobs after execution to cover their tracks. But here’s the detail that
should make every security professional’s blood run cold: while they cleaned up their own
logs, the standard Salesforce audit logs remained intact.

This wasn’t sloppy tradecraft. This was calculated. They knew exactly which logs they
needed to delete and which ones would be too noisy to scrub without raising immediate
alerts. That level of operational sophistication suggests either extensive reconnaissance or
insider knowledge of Salesforce’s logging architecture.

https://appomni.com/blog/drift-breach-salesforce-unc6395-saas-prevention/
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Why MFA Couldn’t Save You

Let’s address the elephant in the room: why didn’t multi-factor authentication stop this?

The short answer is that MFA was never designed to protect against this attack vector.
MFA authenticates humans. OAuth tokens authenticate applications—what the security
industry increasingly calls “non-human identities” (NHIs).

When you set up MFA on your Salesforce account, you’re adding friction to the human
authentication process. You type your password, then you confirm with a code from your
phone or a hardware key. Great. But the OAuth token that Drift holds to access your
Salesforce instance on your behalf? That token doesn’t go through MFA. It can’t. It’s not a
human.

Non-human identities now outnumber human identities in enterprise
environments by a ratio of at least 10:1. Yet most organizations have no inventory
of these machine credentials, no lifecycle management, and no anomaly
detection.

The Willis Towers Watson analysis of this breach frames it perfectly: OAuth tokens
represent a parallel authentication universe that operates outside the security controls
enterprises have spent decades building. Your SIEM might catch a human logging in from
an unusual location. It probably won’t catch an OAuth token being abused from an IP
address that looks like your vendor’s normal infrastructure.

The Non-Human Identity Crisis

This isn’t a theoretical problem limited to one breach. The proliferation of AI integrations
has created an explosion of non-human identities that security teams are fundamentally
unprepared to manage.

Consider a typical enterprise AI stack in 2025:

https://www.wtwco.com/en-us/insights/2025/09/the-drift-oauth-breach-a-cybersecurity-wake-up-call


The OAuth Token Heist: How AI Chat Integrations Just Became
Enterprise Security’s Biggest Blind Spot

www.arturmarkus.com | 5

Integration Type OAuth Permissions Typically
Granted Blast Radius if Compromised

AI Sales Assistants CRM read/write, email access,
calendar

Complete customer database,
deal intelligence

AI Customer Support Ticketing systems, customer
records, knowledge bases

Support history, internal
documentation

AI Code Assistants Repository access, CI/CD
pipelines

Source code, deployment
credentials

AI Meeting
Assistants

Calendar, video platforms, note-
taking apps

Meeting recordings, strategic
discussions

AI Document
Analysis

Cloud storage, document
management systems Contracts, financial records, IP

Every one of these integrations creates OAuth tokens. Every one of those tokens
represents a potential lateral movement opportunity for attackers. And unlike human
credentials, these tokens often have longer lifespans, broader permissions, and far less
monitoring.

The Exponential Blast Radius Problem

The Drift breach didn’t just compromise Salesforce data. It created a cascade effect across
entire SaaS ecosystems.

Trend Micro’s research into the incident describes this as a “domino effect”—and the
metaphor is apt, if perhaps too gentle. When attackers extracted AWS keys from
Salesforce records, they gained the ability to pivot into cloud infrastructure. When they
pulled Snowflake tokens, they gained access to enterprise data warehouses. When they
harvested API keys, they gained footholds in services that those keys authenticated to.

One compromised AI chatbot integration didn’t just open one door. It opened every door
that chatbot had ever been given a key to—and every door those keys could open in turn.

This is the fundamental problem with the current model of AI integration: we’ve optimized
for convenience and capability while treating security as an afterthought. Every time a
vendor asks for OAuth permissions, enterprises rubber-stamp the request because the
alternative is not having the tool work properly. The result is a web of interconnected

https://www.trendmicro.com/en_us/research/25/i/ai-app-breach.html
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permissions that no one fully understands and no one actively monitors.

Cloudflare’s Response: A Template for Transparency

Cloudflare’s public disclosure about their exposure to this breach deserves
recognition—not because they avoided impact (they didn’t), but because they modeled
the kind of transparency the industry needs.

Their response included immediate isolation of affected systems, rotation of potentially
exposed credentials, forensic analysis of access patterns, and honest public
communication about what happened and what they learned. This is what responsible
incident response looks like.

But Cloudflare’s response also highlighted an uncomfortable reality: even organizations with
world-class security teams and sophisticated detection capabilities can be blindsided by
supply chain attacks through trusted vendor integrations. If Cloudflare—a company whose
entire business model depends on security credibility—couldn’t prevent this exposure,
what hope does a mid-market enterprise have?

The OWASP Warning Signs We Ignored

The security community wasn’t completely caught off guard by this category of
vulnerability. OAuth token security issues have been climbing the OWASP charts for years,
and the OWASP Top 10 for AI/LLM applications specifically calls out token and credential
management as critical risk areas.

But warnings and action are different things. Most enterprises have focused their AI
security efforts on the more headline-grabbing risks: prompt injection, model poisoning,
data leakage through prompts. These are real concerns, but they require sophisticated
attacks against AI models themselves. The OAuth token attack vector is almost
embarrassingly simple by comparison: compromise the infrastructure holding the tokens,
steal the tokens, use them to access whatever they authenticate to.

According to the Cloud Security Alliance’s analysis, the cross-industry lessons from this
breach center on a failure of visibility. Organizations didn’t know what third-party access

https://blog.cloudflare.com/response-to-salesloft-drift-incident/
https://cloudsecurityalliance.org/blog/2025/09/25/the-salesloft-drift-oauth-supply-chain-attack-cross-industry-lessons-in-third-party-access-visibility
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existed in their environments, didn’t monitor for anomalous API access patterns, and had
no automated response capabilities for token-based attacks.

88% of organizations report being worried about supply chain cyber risks in
2025. But worry without action is just anxiety—and anxiety doesn’t revoke
compromised OAuth tokens.

The Technical Debt of Rapid AI Adoption

Let’s be honest about how we got here.

The AI integration boom of 2023-2025 prioritized speed over security. Vendors competed
to offer the richest integrations, the most seamless user experiences, the broadest
permission scopes. Enterprises competed to adopt AI tools faster than their competitors,
often bypassing security review processes that would have slowed deployment.

The result is a landscape where:

AI tools routinely request more permissions than they strictly need
OAuth tokens are granted for indefinite periods with no automatic rotation
Token revocation processes are manual and rarely exercised
No standardized monitoring exists for OAuth API access patterns
Vendor security assessments rarely examine token storage and handling practices

This is technical debt at an industry scale, and the Drift breach is the first major interest
payment coming due.

The GitHub Workflow Entry Point

The initial compromise vector—unauthorized GitHub workflows—deserves specific
attention because it represents a pattern we’re seeing across multiple breaches in 2025.

GitHub Actions and similar CI/CD automation systems have become critical infrastructure
for software development. They’re also, increasingly, targets for supply chain attacks. The
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logic is straightforward: compromise a GitHub workflow, and you potentially gain access to
whatever secrets that workflow uses—including OAuth tokens, API keys, and deployment
credentials.

In Drift’s case, the attackers apparently exploited this vector to gain initial access to the
AWS environment where customer OAuth tokens were stored. This is a reminder that AI
tool security isn’t just about the AI—it’s about the entire software supply chain that delivers
and maintains that tool.

The Response and Its Limits

Salesforce and Salesloft’s response to the breach, once discovered, was swift. According to
Astrix Security’s advisory, all Drift OAuth tokens were revoked on August 20, 2025, and the
Drift app was removed from AppExchange pending investigation.

This is the right immediate response. But it also illustrates the blunt-instrument nature of
current OAuth security: when tokens are compromised at scale, the only option is mass
revocation. There’s no surgical way to revoke only the tokens that were actually abused
while leaving legitimate integrations functional.

For the 700+ companies affected, this meant sudden disruption to any workflows that
depended on the Drift-Salesforce integration. Sales teams lost automation. Marketing lost
lead qualification. Customer success lost engagement tracking. The security response
created its own operational incident.

This is the hidden cost of OAuth-based integration architectures: when they fail, they fail
hard, and recovery requires rebuilding trust relationships that took months or years to
establish.

What Needs to Change: A Technical Roadmap

The uncomfortable truth is that preventing the next Drift-style breach requires
fundamental changes to how enterprises approach AI integration security. Incremental
improvements to existing processes won’t be sufficient.

https://astrix.security/learn/blog/salesforce-oauth-token-breach-gtig-advisory/
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1. OAuth Token Inventory and Classification

You cannot protect what you cannot see. The first step is building a comprehensive
inventory of every OAuth token in your environment—not just the ones your security team
provisioned, but the ones that business users authorized through self-service integrations.

This inventory should include:

Token issuer and holder (which app holds which token)
Permission scope (what can the token access)
Creation date and last use
Associated human identity who authorized the token
Business justification for the access level granted

Most enterprises will be shocked by what this inventory reveals. Shadow AI integrations
authorized by well-meaning employees. Overly broad permission scopes that were never
reviewed. Tokens that haven’t been used in months but remain active.

2. Behavioral Monitoring for Non-Human Identities

OAuth tokens create predictable access patterns. An AI chatbot that normally makes
hundreds of API calls during business hours suddenly making thousands of calls at 3 AM
through Tor exit nodes should trigger immediate alerts.

The technology for this monitoring exists—it’s the same behavioral analytics that security
teams use to detect compromised human accounts. But it needs to be adapted and
applied to non-human identity traffic, which has different baseline patterns and different
anomaly indicators.

3. Vendor Security Assessment Evolution

Traditional vendor security assessments focus on compliance frameworks, penetration
testing results, and policy documentation. These are necessary but insufficient for
evaluating AI integration risk.

Enterprises need to start asking:
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How are OAuth tokens stored at rest and in transit?
What access controls exist around token storage infrastructure?
How quickly can you revoke tokens if a breach is detected?
What monitoring do you have for anomalous token usage?
How do you vet and secure your own software supply chain?

If your vendor can’t answer these questions clearly, that’s a red flag.

4. Just-in-Time Token Provisioning

The current model of long-lived OAuth tokens with standing access creates persistent risk.
A better model would provision tokens with narrow scopes for specific operations,
automatically rotating or revoking them after use.

This is technically possible with modern OAuth implementations, but it requires both
vendors and enterprises to prioritize security over convenience. That’s a hard sell when the
market rewards fast integration and seamless user experience.

5. Zero-Trust for Machine Identities

The zero-trust principles that enterprises have adopted for human access—never trust,
always verify, assume breach—need to be extended to non-human identities. Every API call
from an OAuth-authenticated integration should be evaluated against behavioral baselines,
verified against least-privilege principles, and logged for forensic analysis.

This is expensive to implement and operationally complex. But the alternative is accepting
that any compromised vendor integration gives attackers the keys to your kingdom.

The Broader Implications for AI Governance

The Drift breach should catalyze a broader conversation about AI governance that goes
beyond data privacy and model safety.

Enterprises have spent years building frameworks for human identity governance. They
know who has access to what, they enforce least-privilege principles (at least in theory),
and they have processes for access reviews and certification.
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None of this infrastructure exists for AI tools. There’s no standard framework for AI
integration governance. There’s no certification process for AI vendors’ token security
practices. There’s no regulatory requirement to inventory and monitor non-human
identities.

Until these gaps are addressed, every AI integration represents unquantified risk.

We’ve built elaborate security architectures to protect against human attackers
using human credentials. Meanwhile, we’ve handed machine credentials to AI
tools with barely a second thought. The attackers noticed.

The Insurance and Liability Dimension

One underexplored aspect of this breach is the insurance and liability implications.
Traditional cyber insurance policies weren’t written with AI supply chain attacks in mind.
When a third-party vendor’s compromise leads to your data breach, the coverage
questions become complex.

Who’s liable when an AI chatbot’s OAuth tokens are stolen and used to exfiltrate your
customer data? The AI vendor? The platform (Salesforce) that honored the tokens? Your
organization for authorizing the integration?

These questions will be litigated for years. In the meantime, enterprises should be working
with their insurers to understand coverage gaps and with their legal teams to ensure
vendor contracts appropriately allocate breach liability.

Looking Forward: The Next Twelve Months

The Drift breach won’t be the last of its kind. The conditions that enabled it—widespread AI
integration, poorly managed OAuth tokens, limited supply chain visibility—exist across the
industry. If anything, the trend toward AI-everywhere architectures will expand the attack
surface.

Here’s what I expect to see in the next twelve months:
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Increased regulatory attention: The EU’s AI Act and similar regulations will likely expand to
address AI integration security. Expect new requirements for token management, vendor
assessment, and breach notification specific to AI tools.

Market pressure on vendors: Enterprises burned by this breach will demand better
security practices from their AI vendors. Vendors who can demonstrate robust token
security will have a competitive advantage.

Emergence of specialized tools: The market gap for non-human identity management will
attract startups and established security vendors. Expect to see purpose-built solutions
for OAuth token monitoring, behavioral analytics, and automated revocation.

More breaches: Unfortunately, the technical debt accumulated during the AI adoption
boom won’t be paid off quickly. Other attackers have surely studied the Drift breach
playbook, and other AI integrations with similar vulnerabilities exist.

The Executive Conversation That Needs to Happen

If you’re a CISO or security leader, the Drift breach gives you ammunition for a conversation
you probably should have had a year ago: what is our organization’s exposure through AI
integrations, and what are we doing to manage it?

This conversation needs to include:

Complete inventory of AI tools in use across the organization
Mapping of OAuth permissions granted to each tool
Assessment of vendor security practices for token management
Evaluation of monitoring capabilities for non-human identity access
Incident response planning for vendor compromise scenarios
Insurance coverage review for supply chain attack exposure

This isn’t a one-time audit. This is an ongoing governance function that needs to be built
into your security operating model.

The AI tools aren’t going away. The productivity benefits are too significant, and the
competitive pressure to adopt them is too strong. But enterprises can adopt AI
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responsibly—with clear-eyed understanding of the security implications and appropriate
controls to manage them.

Or they can continue to authorize integrations without understanding the permissions
they’re granting, trust vendors without verifying their security practices, and hope they’re
not the next headline.

The attackers are betting on option two.

The Drift breach proves that your AI integrations have become load-bearing
infrastructure for attackers—and until enterprises treat non-human identity security
with the same rigor they apply to human credentials, OAuth tokens will remain the
master keys that nobody’s watching.
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